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Intellectual Property Rights 85 

Essential patents  86 

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information 87 

pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 88 

in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 89 

respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 90 

server (https://ipr.etsi.org). 91 

 92 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 93 

can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 94 

server) which are, or may be, or may become, essential to the present document. 95 

Trademarks 96 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 97 

ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 98 

right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 99 

not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 100 

Foreword 101 

This Technical Report (TR) has been produced by ETSI Technical Committee Human Factors. 102 

Modal verbs terminology 103 

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be 104 

interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions). 105 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 106 

 107 

Executive summary 108 

[To be drafted last] 109 

 110 

Introduction 111 

This Report concerns the standardization requirements of the citizen, in the context of being an inhabitant of, or visitor 112 

to, a smart city or community. 113 

 114 

Since industrialisation, our world has been considerably weakened by unsustainable development and rampant over-115 

consumption. Humanity faces several environmental sustainability challenges including, but not limited to, declining 116 

biodiversity, degraded land and soil, depleting natural resources, polluted air and water, and increasingly severe climate 117 

changes. Closely interlinked are issues of population increase and rural-to-urban migration, which is occurring at an 118 

extraordinary pace: since 2008, more than half of the global population has been and is living in cities. 119 

 120 

Adapting to these challenges will require increased cooperation among local actors, along with comprehensive systems 121 

that can create and maintain synergies for sustainable urban societies in which people want to work, live and maximise 122 

their well-being. Cities can also be seen as one of the ‘driving forces’ in generating European economic and sustainable 123 

growth, given, for example, the opportunities provided by the green economy.  124 

https://ipr.etsi.org/
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx
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 125 

Cities are becoming more and more of a focal point for our economies and societies at large, particularly because of on-126 

going urbanisation, and the trend towards increasingly knowledge-intensive economies as well as their growing share of 127 

resource consumption and emissions. To meet public policy objectives under these circumstances, cities need to change 128 

and develop, but in times of ever tighter budgets this change needs to be achieved in a smart way: our cities need to 129 

become “smart/sustainable-cities/communities”. 130 

 131 

It is important that initiatives strive towards a triple bottom line gain for Europe: a significant improvement of citizens' 132 

quality of life, an increased competitiveness of Europe's industry and innovative SMEs together with a strong 133 

contribution towards sustainability and the EU’s 20/20/20 energy and climate targets. This will be achieved through the 134 

wide-reaching roll out of integrated, scalable, sustainable smart city/community solutions – specifically in areas where 135 

energy production, distribution and use, mobility and transport, and information and communication technologies, are 136 

intimately linked. 137 

 138 

Linking and upgrading infrastructures, technologies and services in key urban sectors (transport, buildings, energy, 139 

ICT) in a smart way will improve quality of life, competitiveness, and sustainability of our cities.  140 

 141 

The smart community offers considerable opportunity not only for citizens to have an improved living environment in 142 

which they can benefit from effective services, but also for them to influence matters affecting their daily lives. At the 143 

same time, equal treatment for all citizens needs to be ensured, and account needs to be taken of "big data" risks to their 144 

personal information. 145 

 146 

At the European level, the CEN-CENELEC-ETSI Smart and Sustainable Cities Co-ordination Group (SSCC-CG) 147 

originally proposed the development of a Technical Report on these citizen-related issues, later taken up in the ICT 148 

Standardisation Rolling Action Plans for 2016 and 2017. 149 

 150 

The present TR is intended to clarify whether further standardization is needed on citizen issues related to smart cities 151 

(e.g. on what, where, when, etc.), and to take full account of other standards activities under way. The TR also supports 152 

recommendations that are being made at policy levels.  153 

 154 

The TR has been originally drafted by ETSI Specialist Task Force 561, supported by the European Commission and the 155 

EFTA Secretariat under the ICT standardization grant scheme, and validated by ETSI TC HF. 156 

 157 

1 Scope 158 

The present document assesses the different citizen-related issues that smart city-related standardization in the ICT 159 

domain needs to address.  These include fundamental aspects such as accessibility, usability, interoperability, personal 160 

data protection and security, and how services to citizens are to be designed to maximise benefits to the community.   161 

 162 

For each of these issues, this Report: 163 

 164 

• provides a short statement of the subject area; 165 

• makes a short statement of the key citizen concerns (for example accessibility or privacy) related to the subject; 166 

• lists relevant current standards and ongoing relevant standards activities; 167 

• assesses whether it appears the activities are in practice taking reasonable account of the smart city/community 168 

dimension from the perspective of citizen welfare, and if not, what might be needed to rectify the position; 169 

• identifies any further general legal and ethical issues that require attention outside the standardization domain, 170 

or other issues not covered. 171 

The issues which this Report assesses are grouped into the following: 172 
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 173 

• citizens’ general needs - smart cities should have citizen welfare at their core. The needs of the citizens should 174 

therefore be properly considered in every standardization activity relevant to smart cities; 175 

• citizens and their local authorities – the standards aspects of citizens’ day-to-day interfaces with their local 176 

authorities; 177 

• citizens and their local services – the standards aspects of citizens’ day-to-day interfaces with the providers of 178 

their local services; 179 

• citizen indicators – how the impact of smart city solutions on the citizens can be measured; 180 

• recommendations – to improve citizen outcomes, filling gaps in, or making adjustments to, existing standards; 181 

aspects not related to standardization, including policy aspects. 182 

 183 

2 References 184 

2.1 Normative references 185 

Normative references are not applicable in the present document. 186 

2.2 Informative references 187 

References are either specific (identified by date of publication and/or edition number or version number) or 188 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 189 

referenced document (including any amendments) applies. 190 

 191 

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee 192 

their long-term validity. 193 

 194 

The following referenced documents are not necessary for the application of the present document, but they assist the 195 

user with regard to a particular subject area. 196 

 197 
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3 Definition of terms, symbols and abbreviations 295 

3.1 Terms 296 

For the purposes of the present document, the terms and definitions given in ETSI EG 201 013 [i.1] and the following 297 

terms and definitions apply: 298 

 299 

accessibility: extent to which products, systems, services, environments and facilities can be used by people from a 300 

population with the widest range of user needs, characteristics and capabilities, to achieve identified goals in 301 

identified contexts of use (from EN ISO 9241-11:2018) [2] 302 

NOTE 1: Context of use includes direct use or use supported by assistive technologies. 303 

NOTE 2: The context in which the ICT is used may affect its overall accessibility. This context could include 304 

other products and services with which the ICT may interact 305 

access space: space intended to be occupied by the person, including their Assistive Technology, while they are using 306 

the product 307 

assistive technology: hardware or software added to or connected to a system that increases accessibility for an 308 

individual 309 

NOTE 1: Examples are Braille displays, screen readers, screen magnification software and eye tracking devices 310 

that are added to the ICT 311 

NOTE 2: Where ICT does not support directly connected assistive technology, but which can be operated by a 312 

system connected over a network or other remote connection, such a separate system (with any included assistive 313 

technology) can also be considered assistive technology 314 

citizen: according to UNESCO1, citizenship can be defined as a collection of rights and obligations that give 315 

individuals a formal juridical identity, i.e. "the status of having the right to participate in and to be represented 316 

 

1 http://www.unesco.org/new/en/social-and-human-sciences/themes/international-migration/glossary/citizenship/ 

tp://ftp.cencenelec.eu/EN/EuropeanStandardization/Fields/SmartLiving/City/SF-SSCC_Overview_of_Standards_for_SmartCities.pdf
tp://ftp.cencenelec.eu/EN/EuropeanStandardization/Fields/SmartLiving/City/SF-SSCC_Overview_of_Standards_for_SmartCities.pdf
https://www.un.org/sustainabledevelopment/sustainable-development-goals/
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in politics." It is today considered to be the binding element of a national community and is an instrument and 317 

object of social closure. The British Standards Institution use the word “citizens” in their Publicly Available 318 

Specifications (PAS) to include residents, businesses, visitors and commuters to the city  319 

consumer: a natural person who is acting outside the scope of an economic activity (trade, business, craft, liberal 320 

profession) 321 

cyber-physical system: these comprise interacting digital, analogue, physical, and human components engineered for 322 

function through integrated physics and logic. These systems will provide the foundation of our critical 323 

infrastructure, form the basis of emerging and future smart services, and improve our quality of life in many 324 

areas 325 

Information and Communication Technology (ICT): technology, equipment, or interconnected system or subsystem 326 

of equipment for which the principal function is the creation, conversion, duplication, automatic acquisition, 327 

storage, analysis, evaluation, manipulation, management, movement, control, display, switching, interchange, 328 

transmission, reception, or broadcast of data or information 329 

NOTE: Examples of ICT are web pages, electronic content, telecommunications products, computers and 330 

ancillary equipment, software including mobile applications, information kiosks and transaction machines, 331 

videos, IT services, and multifunction office machines which copy, scan, and fax documents 332 

smart city:  city that increases the pace at which it provides social, economic and environmental sustainability 333 

outcomes and responds to challenges such as climate change, rapid population growth, and political and 334 

economic instability by fundamentally improving how it engages society, applies collaborative leadership 335 

methods, works across disciplines and city systems, and uses data information and modern technologies to 336 

deliver better services and quality of life to those in the city (residents, businesses, visitors), now and for the 337 

foreseeable future, without unfair disadvantage of others or degradation of the natural environment 338 

NOTE 1: A smart city also faces the challenge of respecting planetary boundaries and taking into account the 339 

limitations these boundaries impose  340 

NOTE 2: There are numerous definitions of a smart city; this one is used by ISO Technical Committee 268, 341 

whose work is dedicated to the topic 342 

 343 

3.2 Abbreviations 344 

For the purposes of the present document, the following abbreviations apply: 345 

BSI British Standards Institution 346 

CEN Comité européen de normalisation (European Standards Committee) 347 

CENELEC Comité européen de normalisation électrotechnique (European Electrotechnical Standards 348 

Committee) 349 

EC European Commission 350 

ETSI European Telecommunications Standards Institute 351 

EU European Union 352 

GDPR General Data Protection Regulation 353 

ICT Information and Communication Technology 354 

IEC International Electrotechnical Commission 355 

IoT Internet of Things 356 

ISO International Organization for Standardization 357 

IT Information Technology 358 

ITU International Telecommunication Union 359 

ITU-T ITU Telecommunication Standardization Sector 360 

JTC1 Joint Technical Committee 1 (of ISO and IEC) 361 

OASC Open and Agile Smart Cities 362 

SDO Standards Development Organisation [nowadays used to describe both formal standards bodies 363 

and consortia] 364 

 365 
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4 Setting the scene 366 

4.1 Citizens and cities 367 

The United Nations (UN) estimate that half of humanity, around 3.5 billion people, lives in cities today, projecting an 368 

increase of this number to 5 billion by 2030 [i.4]. Due to this overwhelming growth of population cities are struggling 369 

to continue creating jobs and prosperity without straining land and resources, with cities still being responsible for 370 

around 75% of the global energy consumption and between 50 and 60 percent of total greenhouse gas emissions [i.11]. 371 

While urban infrastructure such as utilities, transport, environmental services and housing is overtaxed and under-372 

maintained, social services, healthcare and education are becoming difficult to sustain.  373 

 374 

These issues affect numerous cities and have become more and more difficult to solve using traditional methodologies. 375 

Considering this, the concept of “smart growth”, recently adopted in city planning, requires a more intelligent method 376 

of urban management, which implies achieving greater city efficiency better co-ordinating the forces that lead to 377 

growth: transportation, economic development as well as land speculation and conservation. 378 

 379 

Considering that cities are complex adaptive systems, not only comprising physical resources and processes, but 380 

especially people both living in and visiting, and interacting within the city’s boundaries, a clear definition of smart city 381 

has become ambiguous. After first appearing in the literature around the late 1990s, more recent definitions present 382 

many alternatives from “metropolitan-wide information and communications technology (ICT)-based environment”, up 383 

to “large-scale living labs for innovation testing”, while not disregarding “smart energy consumption, transportation 384 

and other hard asset management”, “smartness footprint measured with capacity indexes (people, economy, living, 385 

environment, mobility and governance)” [i.5] and “innovative solutions - not limited to but mainly based on the ICT - 386 

that improve urban everyday life and enhance local sustainability in terms of people, governance, economy, mobility, 387 

environment and living”.  388 

 389 

According to the European Commission (EC), a smart city is a place “where traditional networks and services are made 390 

more efficient with the use of digital and telecommunication technologies for the benefit of its inhabitants and business” 391 

[i.6]. The former funding programmes from the European Commission already envisioned the city as a platform to 392 

enhance citizen engagement and their willing to “co-create”, as a “user-driven open innovation environment”, with such 393 

openness being applied as multiple kinds of relationships between people, services, infrastructure and technology.  394 

 395 

If the concept of the smart city has been extensively considered, the place of the citizen in that concept has not, at least 396 

on the evidence available. As just noted, there have been European project funding programmes [i.10], but it is very 397 

difficult to see specific impacts from these except in the narrow field of activity within the scope of specific projects. 398 

 399 

Standardization bodies have also shared their vision on the concept of a smart city, especially international ones. The 400 

European Telecommunications Standards Institute (ETSI), to begin with, notes that ICT plays an important role 401 

connecting key city services and infrastructures (transport, energy, healthcare, water and waste management) to 402 

securely manage the massive amounts of data generated by them. With the constant rise of population in urban areas, 403 

placing new demands on these services, a smart city uses digital technologies to “enhance the city performance and the 404 

wellbeing of the citizens, reduce operational costs and the city resource consumption”, while engaging more effectively 405 

and actively with its citizens [i.7].  406 

 407 

The International Telecommunications Union (ITU), concretely its Telecom Sector (ITU-T) and Focus Group (FG) on 408 

Smart Sustainable Cities, analysed around 120 definitions and published a report providing an insight into what is 409 

meant by a "smart sustainable city” (SSC) and the underlying factors that make a city smart. ITU-T also gives a lot of 410 

importance to ICT and considers a smart sustainable city as “an innovative city that uses information and 411 

communication technologies and other means to improve quality of life, efficiency of urban operation and services, and 412 

competitiveness, while ensuring that it meets the needs of present and future generations with respect to economic, 413 

social and environmental aspects” [i.8]. In a similar way, the International Standards Organization (ISO) describes a 414 

smart city as a new concept “which applies the new generation of information technologies, such as the internet of 415 

things, cloud computing, big data and space/geographical information integration, to facilitate the planning, 416 

construction, management and smart services of cities” [i.9].  417 

 418 
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With the EC defining priorities and strategies for smart cities as “going beyond the use of information and 419 

communication technologies (ICT) for better resource use and less emissions”, through smarter urban transport 420 

networks, upgraded water supply and waste disposal facilities and more efficient ways to light and heat buildings, safer 421 

public spaces and meeting the needs of an ageing population, cities require a more interactive and responsive city 422 

administration. To become globally competitive, cities are lacking the complete roll-out of scalable, interoperable and 423 

sustainable solutions in the areas of energy, transport, mobility, infrastructure and ICT, requiring a standardization 424 

approach to be holistic and cross-sectorial (thus breaking the ‘vertical silos’ of the diverse domains).  425 

 426 

The Sector Forum on Smart Cities and Communities, organised by CEN, CENELEC and ETSI2, states that standards 427 

for smart cities provide a common language and understanding (facilitating consensus driven solutions and boosting 428 

private and public partnerships), being used to monitor technical and functional performance, but also to ensure safety, 429 

interoperability, costs’ reduction, efficient and strategic planning and management of resources as well as ‘assessment’ 430 

through city indicators and sharing of best practices. Finally, they represent tools, guidelines for cities for deployment 431 

of city solutions with high market potential and broad stakeholders’ acceptance [i.12].  432 

 433 

Given the added-value that standards bring to municipalities, their decision-makers and ultimately the citizens, along 434 

with the great number of Standards Developing Organisations (SDOs) researching the best approaches in multiple and 435 

different domains for smart cities, as it is documented in the present report, not only it is important to understand the 436 

scope and results of these efforts but it is essential to involve the cities as participants in the standardization process. 437 

After going through the processes of the industry driving their cities to their results, and after having networks of cities 438 

together with stakeholders from both research and industry working together to identify, adapt, pilot and validate the 439 

published specifications, factoring the needs of the citizens into the standards will help cities immeasurably, given their 440 

importance in this inexorable progress to a smart digital environment. 441 

 442 

4.2 Challenges for the city  443 

The definitions above have led to six main challenges (or focus areas) for the city, when one analyses the main Action 444 

Clusters from the European Innovation Partnership on Smart Cities and Communities, the assemblies of partners 445 

“committing to work on specific issues related to smart cities, by sharing the knowledge and expertise with their peers, 446 

giving added-value to their national and local experience and identifying gaps that need to be fulfilled at European 447 

level” [i.13], as detailed in Annex D. The work of each Action Cluster is collected under thematic Initiatives, which 448 

then pool the work of the various partners around a particular objective, promoting learning beyond project and 449 

geographic borders, and opening the results to the world at large, linking with EU-funded projects to allow results to be 450 

consumed by the thousands of people active on the Marketplace [i.14]. 451 

 452 

Besides the EIP-SCC, there are other well-known networks and associations, joining cities with research and industry, 453 

to share their knowledge, experience, and potentiate collaborations to solve the challenges: 454 

 455 

• EUROCITIES was established in 1986 to further economic, political and social development in its member 456 

cities. Now linking the local governments of more than 140 largest cities of Europe and over 45 partner cities, 457 

EUROCITIES is organized in six thematic forums: Culture, Economic Development, Environment, 458 

Knowledge Society, Mobility and Social Affairs, which monitor developments in these specific policy areas, 459 

addressing issues and coordinating activities, providing a platform for sharing knowledge and exchanging 460 

ideas [i.15]; 461 

 462 

• Major Cities of Europe is an organisation composed of experts of Innovation in cities, contributing to the 463 

continuous improvement of the value proposition of the association organizing a yearly conference to interact 464 

and exchange directly with other European municipalities in a non-commercial environment, discussing about 465 

the real challenges that municipalities currently deal about digitization, as well as understanding how to 466 

involve citizens in designing and achieving better outcomes [i.16]; 467 

 468 

 

2 https://www.cencenelec.eu/standards/sectorsold/smartliving/smartcities/pages/default.aspx 
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•  Open and Agile Smart Cities (OASC), a non-profit, international smart city network of more than 140 cities 469 

with the goal of creating and shaping the nascent global smart city data and services market. By working 470 

based on city needs, with the support of the industry, OASC focuses on standards for city data, with the vision 471 

to create an open smart city market based on the needs of cities and communities, by advocating cities to 472 

adopt facto standards with a “driven-by-implementation” attitude [i.17]. 473 

 474 

According to EUROCITIES, the priorities for 2019 start with the campaign “Cities4Europe – Europe for citizens”, 475 

where people come first and where trust between people and public authorities is strengthened [i.18]. Moreover, the 476 

group will continue to support long term investments at the local levels and monitor the implementation of new EU 477 

procurement measures [i.19], while engaging cities with the implementation of the European Pillar of Social Rights 478 

[i.20], as well as continuing a dialogue with policy makers on circular economy, waste management, water and noise 479 

pollution [i.21]. 480 

 481 

From the perspective of OASC, three major challenges (with respect to technology and business) will be faced by the 482 

smart city value chain in 2019 [i.22]:  483 

 484 

• Data security, sustainability and governance, referring to the need for “a set of common best practices for 485 

modern data management where data from legacy silos, such as city departments, can be stored in a central 486 

repository and managed according to a governance strategy. Cities clearly see value in such an approach, an 487 

approach which could also be linked to IoT platforms. (…) But a city-centric approach is not enough: [it] 488 

should be built in a way that takes advantage of data from a larger set of stakeholders interacting with local 489 

governments or offering services to citizens, such as energy, utility, port, airport, mobility, environment, 490 

finance and media. A variety of issues remain to be solved when it comes to the governance and sustainability 491 

(…), especially in relation to public-private infrastructure partnerships”; 492 

 493 

• Unlocking the potential of open data, where “Open data portals should consider uniform, standards-based 494 

APIs if they are to attract larger developer communities. A significant amount of the data we collect never gets 495 

leveraged. And this relates directly to challenges surrounding data models and API standards for utilizing the 496 

data. Opening-up both public and private-sector information, on common technical ground and within a 497 

governance framework accepted by all stakeholders, would be a key step towards delivering on the promises of 498 

an IoT and AI-enabled future. Smart cities and communities are driving this convergence”; 499 

 500 

• 5G-ready cities, as smart cities and communities who “have the potential to play an instrumental role in 501 

expediting 5G deployment and time to market. City infrastructure – multiservice lampposts, for instance – 502 

could offer valuable support to the deployment of 5G equipment, especially where high densities of 5G 503 

equipment are required. As cities rethink, maintain or revamp their infrastructure, it is very important that 504 

they keep 5G in mind. A 5G-ready city – a city ready for 5G as well as IoT – is one that is already thinking 505 

about 5G requirements and the business models needed to support 5G deployment. As these investigations 506 

intensify, we will see cities paying increasing attention to infrastructure partnerships, especially as they relate 507 

to cities and network operators’ respective roles, benefits and revenue streams”. 508 

 509 

While such innovation is happening in Europe, SMEs and start-ups are facing barriers to accelerate market uptake. In 510 

May 2019, OASC organised a workshop in Brussels where procurement experts came together to discuss the state of 511 

innovation procurement in Europe and find a solution to better reap the benefits of procuring ICT solutions for both 512 

public administrations and SMEs. “Procurement can be a concrete tool to foster European innovation, but during the 513 

workshop it has become clear that public procurers need to open up procurement processes and integrate SMEs and 514 

start-ups to stimulate innovation. Also, it was evident that a clear policy and pre-defined objectives are needed to push 515 

investments in innovative and data-driven solution to drive large-scale adoption” [i.23]. One of the major outcomes of 516 

this workshop has been the understanding of urgency in defining a policy strategy to push investments and defined 517 

goals, to then engage the networks of stakeholders so as to bring demand-side together and prioritise the needs.  518 

 519 

As one of the European Commission priorities [i.24], and one of the most discussed topics in the latest Major Cities of 520 

Europe Conference [i.25], procurement remains one of the major challenges for municipalities, as part of their 521 

digitalization process. On the one hand, it can act as an enabler for smart city opportunities, especially for cities of 522 

lower dimensions or less equipped, while on the other, it requires training the staff of the local services to enable them 523 

to help citizens taking advantage of these opportunities. Public procurement accounts for a substantial amount of public 524 
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investment (around €2 trillion per year, representing 14% of EU GDP), with high-quality public services depending on 525 

modern, well-managed and efficient procurement. Improving it can yield big savings: the EC states that even a 1% 526 

efficiency gain could save €20 billion per year. With the need to be able to choose from a set of instruments (local, 527 

national, financial or not) to create opportunities for businesses, jobs and help improve people’s quality of life, their 528 

ability to effectively use social, environmental and innovation clauses in their public procurement has a long-term 529 

impact on jobs and sustainable growth. However, the digitalization of public procurement has been slow: in 2016, only 530 

four EU countries relied on digital technologies for all the major steps of the procurement process [i.26]. 531 

 532 

4.3 The many citizen profiles  533 

There is not something as “the citizen”, there are only citizens. To efficiently capture the citizen requirements, one must 534 

keep in mind that “the citizen” is a rationalisation and an abstraction. For the present document, a few definitions of 535 

“citizen” are used (as defined in clause 3) that refer to citizenship and the rights and obligations associated. Actually, 536 

“the” citizen will correspond to a large variety of potential profiles with specific characteristics and requirements. Some 537 

of these characteristics are listed below, identified by a list of adjectives (without any meaning of priority): each has 538 

some associated requirements and can be present or not in the profile of a given citizen.  539 

 540 

We do not make any specific recommendation here, rather we need the citizen’s need to be at the forefront of the 541 

recommendations for standards activities we have listed in Clause 10 below, and of the “organisational” 542 

recommendations in Annex A. 543 

 544 

Consuming: 545 

In most cases, the citizen is also a consumer, in particular of goods and services that are available in the context of 546 

the city. Though it is in general not the role of the city to intervene in private transactions, it can be necessary when 547 

the goods consumed are part of services provided by the city such as energy, transportation or communications 548 

(depending on the city offering). 549 

Associated requirements: redress procedures(?) 550 

 551 

Impaired: 552 

In Europe alone, around 16% of citizens have a disability that ranges from mild to severe. This means that around 80 553 

million people must be granted equal rights to fully take part in society as well as in economy without being 554 

disadvantaged by the barriers they face. This is true for the physical aspects (street access, transportation, etc.) as 555 

well as the Information Technology related aspects. 556 

Associated requirements: (enforceable) accessibility standards 557 

 558 

Impatient: 559 

In general, citizens are very busy and need to address many issues in parallel to cope with their life.  As a result, 560 

they cannot spend much time in the interaction with the city services, in particular the on-line ones. A slow and 561 

poorly designed web site will generate frustration that may lead to rapidly giving up. Another example is the 562 

average time of 6 seconds that a citizen is willing to spend before giving consent for data collection, giving up in 563 

face of in front of huge amounts of privacy terms and conditions. 564 

Associated requirements: citizen-centred design processes, simple privacy standards 565 

 566 

Interacting: 567 

In face of the growing complexity of the city environment, the days of the passive citizen are gone. The citizens 568 

require growing access to all sorts of city services, beyond the traditional ones associated to emergencies, 569 

employment or welfare. This means transferring part of the existing services towards on-line services and creating 570 

new ones. The potential access to a growing number of on-line services can generate citizen’s expectations (with 571 

required clear and transparent prioritisation) and the need for the city to have a global and coherent offer that can 572 

serve all citizens. 573 

Associated requirements: citizen-centred design processes 574 

 575 
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Private: 576 

Though the interactions between the citizen and the smart city are happening in the public space, some elements of 577 

these interactions should (and often must) be kept private. As an example, the simple history of the exchanges can 578 

bring significant information to third-parties that would have undue access to it. This can be obvious in the case of 579 

interaction concerning health, but as well for electoral lists and rights to vote or even energy. 580 

Associated requirements: enforceable privacy standards 581 

 582 

Public: 583 

The citizens are asking for more contribution to the decision-making processes within the city. The cities themselves 584 

have embraced this trend and propose new ways to empower the citizens by providing them with all sorts of public 585 

data as well as associating them to the design of the on-line services. 586 

Associated requirements: open data, citizen-centred design processes 587 

 588 

Vulnerable: 589 

A (smart) city is a highly complex ecosystem in which all sorts of new threats can materialise on top of the existing 590 

ones and need to be dealt with. A major primary need for the citizen is to benefit from a safe environment that can 591 

guaranty at best its physical well-being and its protection against all forms of cybercrime. On the other hand, this 592 

safe environment should not be granted at the expense of the citizen’s right to privacy and data protection. 593 

Associated requirements: global approach to security, including cybersecurity and privacy 594 

 595 

As a result, the development of smart city services for the citizen will have to take into account these (sometimes 596 

conflicting) requirements and any effective form of citizen empowerment will have to be based on the careful 597 

association of citizens to citizen-centred design processes in order to provide usable, intuitive, accessible and protective 598 

services. 599 

 600 
There are many opportunities for the citizen arising from the digitalisation of the people’s living environment in cities 601 

and communities that can bring effective solutions for the development of such citizen-centred design processes. 602 

However, there are still problems blocking peoples’ empowerment such as the lack of human interaction, accessibility 603 

issues, or the digital divide. These problems need to be addressed with a clear characterization of the issues, the 604 

definition of improvement approaches and of objective ways to measure the progress. From this standpoint, it is 605 

expected that standardization can help. 606 

 607 

5 Citizens’ general needs 608 

5.1 What are these?  609 

In a future smart city context, citizens need: 610 

 611 

• services that meet their needs effectively; 612 

• ease of use for, and intuitive understanding of, city smart services so as not to require too much time to 613 

understand services and use them; 614 

• transparent information about the public and commercial services being provided in a smart/sustainable-615 

city/community, what is their cost, what are their rights and the redress procedures when they go wrong, etc; 616 

• mechanisms to ensure their individual voice is heard; 617 

• assurances that the security of their personal information is properly protected and that this data will not be 618 

misused for commercial purposes; 619 

• support and education for those unable to take immediate and full advantage of smart community living; a 620 

physical environment that ensures accessibility for very young and older people and those with disabilities. 621 

 622 

These propositions were borne out by an on-line survey carried out within ETSI TC HF in preparing the draft of this 623 

current Report.  Six specific issues related to citizen requirement needs were identified. The online survey asked 624 
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respondents to rank citizen requirement needs from the most important through to the least important. These six general 625 

needs are presented in order of importance based on priorities determined by survey respondents: 626 

 627 

• Facilitating citizen participation in decisions 628 

• Access to services, online and offline 629 

• Effective measurement of citizen services 630 

• Protecting people's physical and cyber security 631 

• Declaring ethical priorities 632 

• Ensuring people’s' privacy and the protection of their data. 633 

 634 

The top three most important city standardization requirements of those proposed in the survey were deemed to be 635 

facilitating citizen participation in decisions, access to services online and offline and effective measurement. Other 636 

priorities not proposed, but suggested by respondents as needing to be included, were internet availability and the need 637 

for cities to co-design services with citizens.  638 

 639 

Annex B (informative): Survey Analysis” contains the detailed analysis of the online survey results. 640 

 641 

5.2 Access to city services 642 

Access to services is a priority area for future standardization. Smart cities have so far approached the transformation 643 

required by introducing technology to both existing and new services. The roadmap each city is using for this 644 

transformation is to prioritise a move to the provision of online services instead of purely offline city services.  645 

 646 

This is all very well in theory, but in practice there are serious issues concerning digital inclusion.  Across Europe not 647 

all citizens are digitally included, and these people include the elderly and handicapped, who frequently by definition 648 

will need assistance to access online services. No less than 47% of our survey respondents asserted that smart cities 649 

would continue to need to provide physical buildings to manage offline city services. This physical service provision 650 

(which could of course include support staff visiting peoples’ homes) seems necessary to deliver and support the 651 

provision of digitally excluded citizens and non-digital city services (Recommendation 1). 652 

 653 

5.3 Citizen complaint and redress procedures 654 

As citizen services in cities increasingly move online it is important that cities ensure that from a citizen perspective 655 
issues with services can be easily communicated to their staff, using a variety of mechanisms, both online and offline. A 656 

citizen complaint and the appropriate redress process need to consider not just how the city addresses the complaint, but 657 

also the communication which needs to be made about it. Appropriate feedback mechanisms, and possibly dialogue 658 

with the citizen, will need to be created to ensure the resolution of the issue. It is important that the move to online city 659 

services provide complaint and redress mechanisms which are both online and offline, and which support the citizen 660 

make any appeal regarding city decisions. A city needs to clearly communicate the redress the city will make as a result 661 

of addressing the complaint, taking into account any accessibility needs of the citizen. 662 

 663 

On-line procedures should be aligned as far as possible with the European Union principles laid down for Alternative 664 

Dispute Resolution between traders and consumers [[i.27]].  More generally, it would be advantageous to consider 665 

dedicated standardized guidance to help cities establish complaint and redress procedures (Recommendation 7). 666 

 667 

5.4 Ethical priorities  668 

Smart cities have tended to deploy technology without any specific communication or regard for the ethical concerns of 669 

citizens, or in the design of the transformed services they create. The introduction of European legislation to articulate 670 

privacy and security considerations for an increasingly digital world has caused some cities to review this. For example, 671 

a small number of smart cities have specifically created a charter to communicate their approach to citizens.  672 
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 673 

Our survey responses did not provide any additional resources or evidence which related to the ethical concerns of 674 

citizens, but these ethical considerations are an area which should be considered for standardisation activity. As a 675 

minimum the creation of guidance material to support smart cities to produce a transparent and open declaration of the 676 

ethical approach a city has taken to the design and delivery of citizen services is needed (Recommendation 8).  The 677 

requirements for improved service design are considered in Clause 7 below. 678 

5.5 Measurement v Outcomes  679 

5.5.1 Introduction 680 

International standardization has focused for a number of years on the publication of indicators. Indicators allow 681 

comparisons of city data to be made based on agreed data and definitions related to the structure and services of cities. 682 

A series of indicator standards have been developed for sustainable cities and communities. In May 2019 an additional 683 

dedicated international smart city indicator standard has been published, ISO 37122:2019 “Sustainable cities and 684 

communities - Indicators for smart cities” [i.28]. This smart cities indicator standard is designed to support the curation 685 

and measurement of individual city service and environmental data. 686 

 687 

Clause 9 contains more detailed information on indicator standards. 688 

 689 

5.5.2 Improvement of outcomes 690 

Citizen standardization requirements are not however focused on measurement, they are focused on outcomes, 691 

specifically the improvement of outcomes for citizens as a result of the design, transformation and delivery of citizen 692 

services. 693 

 694 

In our survey 83% of respondents asserted that smart cities are not measuring the impact of their activities, 67% 695 

asserted that outcomes are not improving for citizens, 33% asserted that outcomes were known to be improving by the 696 

use of surveys, availability of City KPIs, and noticeable improvements in specific services for example the travel time 697 

taken for a specific transport service. 698 

 699 

In order to improve outcomes respondents suggested that codes of conduct and guidance for cities should also be 700 

considered as part of citizen standardization activities. These standards are deemed to be needed due to the fact that 701 

existing standardization is top down, too complex, and needs a more practical approach to be taken. Standardization 702 

with an outcomes-based approach would directly support the inclusion of citizens in the delivery of citizen services.   703 

 704 

Current measurement is via KPIs or indicators related to the service provision in a city. Citizen requirements are for 705 

smart cities to measure how they are changing the outcomes citizens experience. The focus needs to move from the 706 

publication of indicators related to city service provision, to measurable differences which is focused on the 707 

improvements smart cities are making for citizens and the outcomes they experience. The creation of a “local” Digital 708 

Economy and Society Index (DESI) would provide the relevant outcomes measures to track the evolution of city 709 

services and the benefits they are providing to citizens (Recommendation 3). 710 

 711 

5.5.3 Use of Certification 712 

In our survey respondents suggested that certification should be used as a mechanism to improve outcomes for citizens. 713 

Smart cities are at the beginning of their journey to utilise technology to deliver better outcomes for citizens. Whilst 714 

certification at some point may be an appropriate mechanism to support the delivery of outcomes for citizens this would 715 

be considered an additional burden and barrier to cities as they begin their transformation journey. Whereas codes of 716 

conduct and guidance would by comparison be easier to establish and not present an additional burden and barrier to 717 

cities.  718 

 719 
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5.6 Keeping a safe environment  720 

Smart cities are complex, each city has its own priorities and specific communities which forms the focus for the 721 

services it provides for its citizens. In addition, cities are increasingly at the centre of complex ecosystems where city 722 

services are increasingly provided by non-government organisations and third parties. Individual city services vary 723 

considerably between cities, and services are based on the identified and evolving citizen needs and the resources 724 

available to elected leaders. In order to manage this complicated environment, cities will declare their key priorities 725 

which determine the focus of city service provision, such as health transport or environment.  726 

 727 

However, despite the individual focus of each smart city there are a number of areas where a more horizontal approach 728 

to meeting citizens’ requirements needs to be taken. 729 

5.6.1 Security-minded approach 730 

Smart cities deploy complex distributed technologies which have required a new holistic approach to security not 731 

confined to the traditional cyber security approaches. The holistic approach to security includes physical, cyber security, 732 

cyber physical and personnel security. This holistic approach is referred to as a security-minded approach and is based 733 

on an appropriate and proportional response to security in a smart city.  734 

 735 

Security-minded approaches for smart cities in the UK have been introduced in response to the recent European 736 

Directive concerning measures for a high common level of security of Network and Information Systems (NIS) across 737 

the Union [i.29]. British Standards Institute Publicly-Available Specification (PAS) 185 has been developed to support 738 

the introduction of a security-minded approach for UK cities, which combines existing UK Critical National 739 

Infrastructure security approaches and the NIS Directive to address the specific security-minded approach which should 740 

be adopted by smart cities [i.30]. 741 

5.6.2 Privacy-preserving approach 742 

The complex provision of city services by many organisations alongside those provided by the local authority requires a 743 

new trust model to be developed with citizens. The approach which has been taken both in Europe and Internationally is 744 

to use a privacy- preserving approach to the change and development of city services. This privacy-preserving focus in 745 

Europe has also been required as a result of the entry into force of the General Data Protection Regulation (GDPR) 746 

[i.31]. Smart cities need to share and exchange personal information and personally identifiable information across a 747 

complex services ecosystem in a multi-agency model setting. The privacy-preserving approach taken to city services 748 

varies in smart cities, based on the purpose for which data is exchanged and shared, and the city service where this 749 

applies. 750 

 751 

A BSI PAS, PAS 183:2017. Smart Cities. Guide to establishing a decision-making framework for sharing information 752 

services [i.32] has been published to articulate the implementation of the GDPR in the complex smart city setting. PAS 753 

183 has been adopted internationally and is being fast-tracked to an international standard in 2020. 754 

5.6.3 International standards landscape 755 

European privacy regulation and cyber legislation has influenced international smart cities and nation states. For most 756 

international settings security and privacy legislation is complex.  757 

 758 

In advance of PAS 183 becoming an international standard as referenced above, two additional international standards 759 

have been created to support the complex data exchange and sharing needs of smart cities and the city infrastructure 760 

which provides city services. ISO 37156 Smart City infrastructures -Guidelines on data exchange and sharing for smart 761 

community infrastructures will be published in 2020 [[i.34]]. ISO 37160 Smart City infrastructures – Measurement 762 

methods for quality of thermal power station infrastructure and requirements for plant operations and management for 763 

smart community infrastructures [i.34] will also be published in 2020. These additional international data-sharing 764 

standards utilise privacy-preserving principles in the complex landscape of international legislation and regulation for 765 

smart cities. 766 

 767 

Internationally smart cities have increasingly utilised technology to create online services for citizens which has led to 768 

both the security-minded and privacy guidelines being adopted by nation states. It is important that the city setting is 769 
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understood in the context of the particular national jurisdiction, as the specific implementation of the principles vary 770 

between nation states. The complex smart city multi agency model which creates a safe environment in smart cities is 771 

particularly important to understand in the context of infrastructure provision due to the variety of data which needs to 772 

be exchanged and/or shared. 773 

5.7 Elements relating to citizen security 774 

5.7.1 Introduction 775 

 776 

Due to the complexities of the services provided for citizens or visitors to a smart city a multi-layered approach is 777 

needed when considering the requirements to be met for citizens’ cyber security. The provision will vary between cities 778 

and will need to take account of the requirements of specific communities with the development of an appropriate 779 

governance approach.  780 

 781 

In all cases cities need to consider what is required and appropriate for each service and across the city or community on 782 

a regular basis. Additionally, citizen cyber-security requirements need to be considered on an exceptional one-off basis, 783 

for example during an emergency or for a city-wide event.     784 

 785 

The key areas a city needs to consider for the citizen cyber requirement are addressed below. 786 

 787 

5.7.2 Citizen security considerations 788 

Smart city services are a blend of technology, with both offline and online provision. City personnel are often the 789 

facilitators who orchestrate the service and deal with issues and complaints. Guidance for cities to include citizen 790 

security considerations as part of the implementation of the cyber-security measures across the city, and for individual 791 

services. A focus on citizen cyber-security requirements is a standardization opportunity which would have direct 792 

benefit to citizens (Recommendation 4).  793 

 794 

There are other consumer digital safety issues that are particularly relevant for cities.  For example,  5G is offering the 795 

potential for interaction times with remote IoT objects of more or less a few milliseconds to open up remote control by 796 

central services (including vehicles in future). If that interaction time is critical to the safe operation of the remote item 797 

then there are safety risks associated with slow 5G data transfer in bad weather, loss of 5G service, central service 798 

applications “hanging” or going off-line.  As 5G will grow fastest in cities, we recommend that there be a study into 799 

these issues (Recommendation 9). 800 

 801 

5.7.3 Personnel security  802 

A security-minded approach to the procedures and policies to manage the risk related to city personnel who have 803 

legitimate access to city services and technology is required. This is an area which should be considered for guidance to 804 

ensure that exploitation or unauthorised use of this legitimate access to city services does not compromise citizen cyber 805 

security.  Staff training will be a significant issue., and a code of good practice for management of these aspects would 806 

be of benefit (Recommendation 5). 807 

 808 

5.7.4 Physical security 809 

 810 

The physical security of city services, the built environment or infrastructure require a layered security approach to 811 

deter the misuse, attack or delay which may compromise the cyber security of the citizen.  Physical security 812 

arrangements in cities often present a single point of failure for city services, as a result of a combination of physical 813 

barriers and procedures staffed by people.  814 

 815 

Physical security arrangements need to be specifically reviewed by cities in the context of the vulnerabilities these 816 

create for city services, and the requirements to ensure the safety and security of citizens. This layered approach to 817 
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physical security in a city will be specific to an individual city and needs to be created based on the vulnerabilities 818 

which have been identified (Recommendations 6 and 10). 819 

5.7.5 Cyber-physical systems 820 

Increasingly technology is deployed by cities to improve or create new city services or in response to efficiency drives. 821 

The connectivity of devices across cities may support a single city service, may be city-wide, or for the benefit of a 822 

specific community. Citizens’ requirements are not usually the prime reason for the choice of the technology or the way 823 

in which devices are deployed in a city: citizens may be unaware of these cyber- physical systems and how they may 824 

affect their own cyber security requirements. There are also aspects of cyber physical systems which may affect not just 825 

citizens’ cyber security but also their privacy requirements. 826 

 827 

Whilst there are standardization activities in place to consider individual cyber physical assets within a city or specific 828 

city services these activities are from a device perspective not from the perspective of a city or citizen. As referenced 829 

above, the British Standards Institution (BSI) has issued a Publicly-Available Specification [[i.32] to address the key 830 

security-minded requirements with the participation of UK cities. This UK work did not include the requirements from 831 

a citizen perspective, or include the participation or consultation of citizens. Our consultation has indicated this is a key 832 

area which highlights citizen cyber security as a future standardisation opportunity (Recommendation 4).  833 

 834 

5.8 Citizen data  835 

The privacy preserving approaches taken by smart cities has been underpinned by European legislation, but is also 836 

included in international smart city standards. 837 

 838 

The transparency movement has focused on the release of open data from government. This work has been echoed by 839 

cities with the creation of open data portals allowing citizens and other interested parties such as entrepreneurs and 840 

journalists to consume the data being published. However only 3% of the world’s data has so far been opened.  841 

 842 

The constant evolution of technology and the move to a privacy-preserving and security minded-approach has 843 

highlighted the ease with which it is possible to impute pattern of life data, even if personal data or personally 844 

identifiable data are not included. 845 

 846 

International smart city standardisation has created a new approach to data about the citizen which classifies data as 847 

“open”, “closed” or “shared”. Shared data has been classified into three broad group depending on what purpose it is 848 

being used for, and what security and access controls are required to meet both privacy-preserving and security-minded 849 

requirements for the citizen.  850 

 851 

The data spectrum approach has unlocked new business and commercial models for smart cities and created a custodian 852 

role for the city. Whilst the citizen may be the owner of the data the city assumes a custodian role on behalf of the 853 

citizen to create and improve city services. New publication models have also emerged as a result of the use of shared 854 

city data underpinned by data sharing agreements for organisations delivering city services. 855 

 856 

Citizen uses and requirements from data have not been explored as part of the current smart city standardization 857 

activities. The emergence of the data spectrum and the opportunities that shared data unlocks for smart cities and their 858 

citizens has yet to be explored and represents a significant standardization opportunity (Recommendation 11). 859 

5.9 Accessibility 860 

5.9.1 Accessibility priorities 861 

According to the European Accessibility Act preamble [[i.34], 1 in 6 people in the EU has a disability that ranges from 862 

mild to severe, making around 80 million people who are often prevented from taking part fully in society and the 863 

economy because of barriers they face. It is expected that by 2020, there will be 120 million people with disabilities in 864 

the EU. European Commission has issued the European Disability Strategy 2010-2020 in line with Article 9 of the UN 865 

Convention on the Rights of Person with Disabilities that refers to ‘accessibility’ as meaning that people with 866 
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disabilities have access, on an equal basis with others, to the physical environment, transportation, information and 867 

communications technologies and systems (ICT), and other facilities and services open or provided to the public3. 868 

Therefore, accessibility should be one of the first priorities for the smart cities seeking to become friendly to citizens.  869 

 870 

Existing European standardization in the ICT arena is provided by European Standard EN 301 549, which provides 871 

minimum accessibility criteria for different ICT domains. This Standard is innovative in that it represents a joint 872 

initiative of all three European Standardization Organisations.  Extracts from the requirements of the standard relevant 873 

to smart cities are provided in Annex E to this Report. 874 

 875 

For the particular issue of Active and Healthy Ageing (AHA), the relevant European Integrated Project has apparently 876 

the EIP on AHA (Active and Healthy Ageing) has compiled a list of standards which they consider relevant for that 877 

domain, including a specific section on smart cities4 https://ec.europa.eu/eip/ageing/standards_en 878 

 879 

5.9.2 Functional accessibility aspects 880 

The European Accessibility Act [i.34], which will enter into force in 2023, aims to improve the functioning of the 881 

internal market for accessible products and services by removing barriers created by divergent legislation.  882 

 883 

The European Accessibility Act covers the products and services that have been identified as having the highest risk of 884 

being concerned with diverging accessibility requirements across the EU countries:-  885 

• computers and operating systems 886 

• ATMs, ticketing and check-in machines 887 

• smartphones 888 

• TV equipment related to digital television services 889 

• telephony services and related equipment 890 

• audiovisual media services such as television broadcast and related consumer equipment 891 

• services related to air, bus, rail and waterborne passenger transport 892 

• banking services 893 

• e-books 894 

• e-commerce 895 

 896 

All the above products and services can be considered as key enabling components in smart cities and any accessibility 897 

requirements related to them will facilitate the work of businesses active in smart cities. A focus on accessibility will by 898 

smart cities will bring benefits for citizens with disabilities and elderly people.  899 

 900 

Smart Cities and businesses will benefit from: 901 

• common rules on accessibility in the EU leading to costs reduction in building and maintaining smart cities 902 

• easier cross-border trading and interoperability 903 

• more market opportunities for their accessible products and services for smart cities. 904 

 905 

Persons with disabilities and elderly people as citizens of smart cities will also benefit from: 906 

• more accessible products and services in smart cities  907 

• accessible products and services at more competitive prices in smart cities. 908 

 

3 The international standard ISO 9241-171:2008 defines accessibility as “usability of a product, service, environment or facility by people with the 

widest range of capabilities” 

4  https://ec.europa.eu/eip/ageing/standards_en 
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 909 

Special attention should be given not only to having more accessible products and services in smart cities but also for 910 

any product or service in smart cities to be comprehensive and usable by all citizens in smart cities including people 911 

with disabilities and the elderly.  912 

 913 

6 Citizens’ and their local authorities 914 

6.1 What’s involved? 915 

Digitisation has already extensively changed citizens’ interactions with their local authorities.    These have taken 916 

advantage of the money-saving opportunities offered by electronics, in terms of saving administrative burden and hence 917 

manpower.  In terms of citizens’ perceptions of service provision, things are not so clear:  often service provision is 918 

thought to have deteriorated, with a large reduction in the opportunity to engage in dialogue with the provider of the 919 

service.  Often, however, this may be the result of pure cost-cutting as a consequence of recession rather than simple 920 

digitisation. 921 

 922 

This said, enlightened local cities and communities will use the advantages offered by the digital revolution to try not 923 

just to preserve citizen engagement but to enhance it. A number of possibilities may be used to do this, for example: 924 

• clear and easy-to-use electronic interfaces, with background supporting information easily available; 925 

• human interface possibilities always there (in whatever form) as back-up; 926 

• avoidance of digital divide issues, by providing special interfaces designed for the less able, and support 927 

provided for these persons. 928 

 929 

Standardization in this area is rudimentary to say the least.  Performance standards work on efficiency rather than 930 

customer experience.  But there are opportunities to provide some standardization, in terms of the basic elements for 931 

service design in a smart city (as discussed in Clause 7 below), and also to lay down principles for guidance, such as 932 

best practice to meet citizen needs (Recommendations 2 and 12).  The latter in particular emerged from our 933 

stakeholder survey. 934 

6.2 Designing services for the citizen 935 

At present many design aspects take more account of the convenience requirements of service providers than of 936 

citizens.  Work needs to be done to encourage good practice in design of services, whether these are new services or 937 

existing ones which are being increasingly digitised. 938 

 939 

The level of maturity of services poses different considerations, for example: 940 

• Current mature service: smart city objectives should be to keep services the same, but deliver them at lower 941 

cost, better quality and faster.  This requires a process to review citizen needs; 942 

• Enhancing current service: smart city objectives should be to enhance facilities, or to provide additional 943 

features to meet citizen needs better.  This requires a process to check that incremental improvements do in fact 944 

do this; 945 

• New service:  smart city objectives should be to innovate to meet new needs with a process that captures and 946 

tests citizens’ needs and ensures their correct implementation. 947 

 948 

Standardization of city service design is largely absent; such work needs to be centred around the requirements of the 949 

citizens using the city services, with a specific focus on user interface design and supporting accessibility needs of 950 

citizens. (Recommendations 2 and 12).  951 

6.3 What services are we talking about? 952 

Depending on the context in individual countries, these services may in practice be public sector, or provided by the 953 

private sector under contract, or purely private. But the essential requirements of citizens being served are going to be 954 
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the same. In the case of private sector-provided services, of course the “citizens'” interests and those of consumers will 955 

overlap. 956 

 957 

The range of services is extremely wide.  Citizens interact with local service providers in an enormous range of ways, 958 

for example concerning: 959 

• mobility and transport; 960 

• education and child-care services; 961 

• recreational services; 962 

• healthcare services; 963 

• sanitation; 964 

• utilities; 965 

• emergency services. 966 

 967 

There are standardization activities in respect of all of these (though for some services more comprehensively than 968 

others).  But so far many of these efforts do not take sufficient account of smart city aspects. 969 

6.4 Individual services 970 

Based on existing smart city standardization work there are barriers to the transformation of city services. Smart cities 971 

use a decision-making framework for sharing data and information related to unlock the barriers to city services. 972 

 973 

The decision-making framework: 974 

• uses a concept model to ensure the interoperability of smart city data: 975 

• uses the data spectrum, containing open, shared and closed data to create a data sharing culture; 976 

• establishes the roles and responsibilities for all organisations in the data value chain; 977 

• defines the purpose of data and information services in the city; 978 

• uses declarations for the data states which apply in the framework; 979 

• controls access rights to data and information services; 980 

• defines the data formats and the format of transportation used for city services. 981 

 982 

BSI PAS183 [i.32] is the normative reference for this work and is itself being fast tracked to an International Standard 983 

in ISO. 984 

 985 

The data and IT services decision-making framework contained in this specification can be used by cities to decide on 986 

their city service priorities. This was used as the basis for our consultation to understand the priorities and gaps in 987 

current standardization work, as discussed further below. Although individual city services are not discussed in any 988 

detail there are specific issues and requirements for some city services which need to be considered in the context of 989 

future citizen standardization. 990 

6.5 Supporting citizen participation  991 

Survey respondents and research across the international landscape have highlighted the need to co-design with citizens 992 

the changes to city services in smart cities. This new co-design approach is designed to create an opportunity for 993 

citizens to participate in smart city changes. Currently smart cities use open data to inform citizens regarding smart city 994 

services. Since the introduction of GDPR and the NIS directive and a move to privacy preserving and security-minded 995 

principles for shred rather than open data have been developed. The development of BSI PAS 183 was accompanied by 996 

10 case studies which demonstrated how shared data can be used to resolve privacy and security concerns with open 997 

data and facilitate a citizen participation agenda. The development of BSI PAS 185 and ISO 37156 and ISO 37160 have 998 

confirmed that facilitation of citizen participation using shared data can be used beyond Europe in an international 999 

setting. (Recommendation 13).  1000 

 1001 
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7 Our on-line survey 1002 

7.1 Introduction 1003 

We created an online survey which could be distributed easily across the many smart city networks which exist to 1004 

understand the current standardization landscape for citizens. 1005 

 1006 

The survey contained 29 questions sent to many networks with many hundreds of members, despite reminders only 36 1007 

responses were received. This is a low number of survey returns, however despite the low numbers valuable responses 1008 

were received. 100% of the survey respondents wished to be kept informed of the progress of the STF.  1009 

 1010 

For a full summary of the survey responses see the Editor’s Note in Annex B. 1011 

7.2 Survey respondents  1012 

The stakeholder survey received 52% of its responses from citizens or organisation which represent citizens.  36% of 1013 

respondents were involved in standardization, the remainder of respondents were from local authorities, vendors and 1014 

researchers. All survey responses were checked to ensure that views were current, ie within the last two years. 1015 

 1016 

67% of survey respondents were not currently involved in smart city standardization, although 58% were aware of 1017 

current smart city standardization efforts. 70% were not using standards from other domains. Accessibility requirements 1018 

were considered a priority by 94% of survey respondents. 1019 

7.3 Citizen requirements 1020 

Respondents ranked the top three citizen requirement priorities proposed as access to services, effective measurement 1021 

and protecting people's privacy and data security. Other priorities not proposed in the survey, but suggested by 1022 

respondents as needing to be included as citizen requirements, were internet availability, and the need for cities to co-1023 

design services with citizens.  1024 

7.4 Future services 1025 

The future citizen services were predicted to be online by respondents, however 47% still expected physical buildings to 1026 

be needed to support the citizen requirements for smart city services. 1027 

 1028 

All respondents submitted ideas for smart cities to meet citizen requirements. 75% of respondents did not think that 1029 

citizens were considered specifically either by the use of surveys, consultations or the engagement of expert resources.  1030 

 1031 

Some additional areas raised such as data privacy and security issues and data management standards are already under 1032 

development in Europe and internationally, in the latter case sometimes specifically related to smart city aspects. 1033 

 1034 

Some additional ideas such as how to achieve citizen co-design, and anticipate or ensure accessibility of city services 1035 

are not the subject of current smart city standardization. This represents a future standardization opportunity to meet 1036 

citizen requirements from cities.  1037 

7.5 Outcomes  1038 

In the survey 83% of respondents asserted that smart cities were not measuring the impact of their activities, 67% 1039 

asserted that outcomes were not improving for citizens, 33% asserted that outcomes were known to be improving by the 1040 

use of surveys, availability of City KPIs, and noticeable specific improvements, such as improved travel times for a  1041 

transport service. 1042 

 1043 

In order to improve outcomes respondents suggested that codes of conduct, guidance and certification for cities should 1044 

also be considered as part of standardization activities. These activities are deemed to be needed as existing 1045 
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standardization is thought to be top down, complex, and needs to be a more practical approach which will allow citizens 1046 

can be included. This represents a major standardization opportunity to include the citizen requirements for smart cities.  1047 

7.6 Citizen strategy  1048 

The survey sought to understand whether any smart cities had a citizen strategy in place. 64% of respondents said “no”, 1049 

of the 36 % who said “yes”, 30 cities were cited as having a Citizen Strategy (only 2 of which were non-European 1050 

cities). However, these cities are predominantly large urban cities with considerable resources, whereas 85% of 1051 

European smart cities are termed “small giants” and typically do not have any resources which they can use to create a 1052 

citizen strategy.  1053 

 1054 

8 The smart city standards landscape 1055 

8.1 Introduction 1056 

As part of a non-exhaustive standardization overview exercise which has been conducted in the European Smart and 1057 

Sustainable Cities and Communities Sector Forum 10,000 standards have been identified as potentially applicable to 1058 

smart cities. Note that first and foremost none but a very few of these were drawn up with smart cities in mind. Many 1059 

deal with technology aspects, and without standards in the ICT area interoperability issues would be even worse than 1060 

they are at present. 1061 

 1062 

In addition, the end-users – consumers or non-ICT industries are rarely given consideration in the development of these 1063 

technological standards.  Although at European level, the current EU Regulation governing standards processes [i.36] 1064 

has helped to encourage the participation of societal stakeholders (consumers, environmental organisations and the 1065 

labour movement), the resource and expertise available to these stakeholder categories remains very limited in 1066 

comparison with industry.  And the participation of local authorities is also very limited. 1067 

 1068 
Furthermore, understanding and participation is not helped at all by a bewildering landscape of standards organisations, 1069 

both “formal” at national, European and international levels, and informally through industry standards consortia (both 1070 

open and closed).  1071 

 1072 

The present section is no more than a high-level overview of the current landscape.  Ways in which the current 1073 

landscape – at least at European level – can be made more transparent and helpful to smart cities are discussed in 1074 

Annex A.  Information on the CEN-CENELEC-ETSI “Mindmap” overview [i.37] is provided at Annex C. 1075 

 1076 

8.2  International smart city standardization 1077 

At international level the International Organization for Standardization (ISO) and ISO/IEC Joint Technical Committee 1078 

(JTC 1) have specific smart city standardization activities. The International Electrotechnical Committee (IEC) does not 1079 

create smart city standards in its own right, but has a “Systems Committee” which focuses on electrotechnical needs of 1080 

smart cities. ITU-T – which is a UN Agency - coordinates telecommunication standardization for smart cities, and the 1081 

drafting processes are open to any interested party. 1082 

 1083 

Within ISO, there is a dedicated Technical Committee on smart city issues, TC268, “Sustainable Cities and 1084 

Communities”.  The scope includes “the development of requirements, frameworks, guidance and supporting 1085 

techniques and tools related to the achievement of sustainable development considering smartness and resilience, to 1086 

help all Cities and Communities and their interested parties in both rural and urban areas become more sustainable”. 1087 

 1088 

Most TC268 standards have a management system, infrastructure and technical focus, and ISO is seeking to encourage 1089 

the adoption of these international standards in collaboration with cities across the world. An ISO TC268 committee 1090 

Task Group (TG2) implements the standards alongside the city agreeing a ‘“package’ of standards” which meet the 1091 

objectives of the city. This activity creates a feedback loop where the cities identify changes to existing standards or 1092 

new standard requirements. 1093 



 

ETSI 

ETSI TR 103 455 v0.84 (2019-11) 26 

 1094 

International smart city infrastructure standards have utilised European Legislation and Regulation to frame the data 1095 

exchange and sharing requirements and have based these smart city standards on the BSI Publicly-Available 1096 

Specification for this [i.38]. These smart city infrastructure standards implement both privacy-preserving and security-1097 

minded principles within the setting of the smart city’s national jurisdiction.  1098 

 1099 

This said, a lot of different Technical Committees in the three formal international standardization organisations formed 1100 

for other purposes have some interest in smart city issues, and there have been efforts to improve co-ordination. 1101 

 1102 

8.3 International standardization alignment  1103 

There is a series of initiatives aimed at improving co-ordination of the international Standards Development 1104 

Organisations (SDOs). The smart cities standardization agenda has been recognised as not serving the ultimate 1105 

customers - the cities. This has now been deemed a priority` area for alignment.  For example, ISO, IEC and ITU-T 1106 

have formulated a Joint Smart Cities Task Force to improve co-ordination of overall policy, and this will start work 1107 

before the end of 2019.  The Global Standards Collaboration, which embraces ITU-T and regional communications 1108 

standards organisations, including ETSI, and has participation from other organisations such as IEEE, has also 1109 

considered how to improve co-ordination on smart city standards issues. 1110 

8.4 European standardization  1111 

Within the three European Standardization Organisations, there is currently no dedicated technical group on smart 1112 

cities, rather there are a number of different activities in committees formed for other purposes. However, coordination 1113 

is assured by the CEN-CENELEC-ETSI Smart and Sustainable Cities and Communities Sector Forum, which 1114 

orchestrates the European standardisation for Smart Cities. The Sector Forum is not a standardization body but 1115 

coordinates policies at a strategic level, with the participation of national standards organisations and interested 1116 

associations at a European level, such as Eurocities and OASC.  1117 

 1118 

At the time of writing, a proposal is being drawn up for a CEN (or CEN-CENELEC) Technical Committee at European 1119 

level. If approved, this is likely to focus initially on adopting relevant international standards from ISO TC268 as 1120 

European ones, but the Committee would also explore scope for additional European Standards. 1121 

 1122 

If there has so far not been European-level work, there has been some national work referencing a citizen-based 1123 

approach.  From BSI PAS 181 Smart City Framework [i.28] the work has been taken to an international level, in ISO 1124 

37104 [i.39]  This is a guide to establishing strategies for smart cities and communities. Giving guidance on a 1125 

framework for decision-makers in smart cities and communities (from the public, private and voluntary sectors) to 1126 

develop, agree and deliver smart city strategies that can transform their cities’ ability to meet future challenges and 1127 

deliver future aspirations. Four concrete recommendations take a citizen-centric approach: 1128 

 1129 

• Empowering stakeholder-led service transformation: “Empower stakeholders to create new sorts of 1130 

services and value, by opening up city data via open platforms, and by driving forward the internal culture 1131 

changes and the external market enablers that are needed to create a flourishing city information 1132 

marketplace”; 1133 

 1134 

• Delivering city-led service transformation: 1135 

o “Provide citizens and businesses with public services that are accessible in one stop, over multiple 1136 

channels, and built around user needs not the city’s organizational structures” 1137 

o “Establish an integrated business and information architecture to support this, enabling a whole-of-1138 

city view of specific customer groups for city services” 1139 

o “Do so in a phased, low-cost and low-risk way, by rolling out a number of agile, cross-city, virtual 1140 

franchise businesses that are based around specific customer segments and that sit within the existing 1141 

delivery structures of the city.” 1142 

 1143 
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• Identity and privacy management: “Embed an approach to identity and privacy management that is based 1144 

on: 1145 

    a) an open and federated business model; 1146 

    b) a service-oriented IT architecture; and 1147 

    c) a citizen-centric trust model.” 1148 

 1149 

• Digital inclusion and channel management: “Establish a digital inclusion and channel management 1150 

strategy, that includes: 1151 

    a) a clear audit of what existing channels are currently used to deliver city services, and the costs and 1152 

service levels associated with these; 1153 

    b) the vision and roadmap for developing a new channel management approach, which: 1154 

      1) is centred on the needs and behaviour of citizens and businesses; 1155 

      2) identifies the opportunities for current services to be engineered out  1156 

through the introduction of new smart connectivity directly between city  1157 

assets and digital devices 1158 

3) encourages access and use of digital services by stakeholder groups currently excluded from these for 1159 

whatever reason.” 1160 

 1161 

8.5 National standardization  1162 

At national level, standards organisations are the members of CEN and ISO and/or CENELEC and IEC, and ETSI also 1163 

has assigned national standards organisations in Europe (in connection with approval of formal European Standards). 1164 

 1165 

A number of national organisations have Technical Committees or other groups looking at smart city standards issues.  1166 

These are currently usually what are termed “mirror committees” to facilitate national consensus on proposals emerging 1167 

from ISO.  In addition, some countries – notably Spain and the United Kingdom – have been active at purely national 1168 

level, although it seems seldom with citizen-oriented standards. But national organisations may be key to securing 1169 

improved city awareness of and participation in standardization. 1170 

 1171 

9 Citizen indicators 1172 

9.1 What’s involved? 1173 

The European Innovation Partnership on Smart Cities and Communities (EIP-SCC) has an initiative called CitizenCity 1174 

(www.citizencity.eu) whose main objective is to develop tools and platforms to make citizens central in the delivery of 1175 

smart projects. One of its major developments is a societal engagement toolkit which is trying to create a knowledge 1176 

pool for cities to design better, finding a common approach and involving the citizens. Aimed at facilitating the 1177 

implementation of the principles of the ‘European Manifesto on Citizen Engagement’, the toolkit intends to bridge the 1178 

needs of cities with the supply of available tool resources, based on a methodology that uses indicators and metrics as 1179 

means to assess performance of such tools in meeting citizens’ needs. 1180 

 1181 

When cities look for solutions that solve their current issues or challenges, it is usual for them to leverage on objectives, 1182 

key performance indicators and thresholds of success to assess the performance of the selected tools and validate their 1183 

effectiveness. For instance, the popular project CITYkeys [i.38] funded by the European Union) has provided a 1184 

“validated, holistic performance measurement framework for monitoring and comparing the implementation of Smart 1185 

City solutions, with the objective of speeding up the transition to low carbon, resource-efficient cities”, whose results 1186 

have been used as reference in several activities of ETSI.  1187 

 1188 

Based on the inventory of indicators from 43 existing indicator frameworks, and thanks to the collaboration with the 1189 

consortia of different EU-funded projects in the smart city domain (e.g. TRIANGULUM, REMOURBAN and 1190 

SMARTER TOGETHER), CITYkeys has designed a set of indicators for assessing smart city projects and smart city 1191 

performance, as well as suggesting new indicators to fill gaps in existing frameworks, mostly related to specific 1192 

http://www.citizencity.eu/
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characteristics of smart city projects. The resulting indicator selection responds to the wishes of cities and citizens for 1193 

the coverage of their priorities and reflects city goals, arranged in the triple bottom line of social sustainability (People), 1194 

environmental sustainability (Planet) and economic sustainability (Prosperity), extended to include the themes 1195 

governance and propagation, and finally completed with specific smart city indicators. 1196 

9.2 What are citizens’ concerns? 1197 

CITYkeys organised two questionnaires to gather input from twenty cities involved in EU-funded Smart City projects 1198 

as well as from their citizens and stakeholders. As it tried to incorporate citizens’ needs in its outputs, cities’ 1199 

stakeholders were asked to give their opinion on what makes a “smart city” project useful for the citizens. One of the 1200 

highlights of the answers is the need for a city to involve citizens in the process from the beginning but also give 1201 

priority to projects that maximise the outcomes of public interest. With the projects’ results split in four categories, 1202 

citizens/stakeholders were asked to indicate the most important ones per category, which led to the following 1203 

classification: 1204 

City governance People Environment Economy 

Better city governance More/better recreation Cleaner city New jobs 

Improvement of city 

attractiveness 

Better education & skills 

building 
Cleaner energy Economic growth 

Participation of the 

citizens 
New skills for the citizens 

Protection of natural 

resources 
Less costly projects 

More transparency in city 

operations 

Improvement of the 

housing conditions 

Better & cleaner private 

transportation 

Increase of city 

competitiveness 

 Better health 
Better & cleaner public 

transportation 
Better telecommunications 

 
Improvement of the social 

and human capital 
Decrease in noise 

New digital infrastructure 

& e-services 

 Creation of cultural value More sustainability 
Creation of innovation & 

knowledge 

 Increase of security 
Protection of the 

environment 

Creation of local 

enterprises 

 

Better integration/ 

acceptance of the 

foreigners in the city 

  

 Better quality of life 

Better integration/ 

acceptance of the 

foreigners in the city 

 

 
Protection of the most 

vulnerable citizens 
  

 1205 

According to the surveys, citizens and stakeholders follow adequately what their cities plan and implement, looking for 1206 

more results especially in three objectives: 1) improvement of quality of life, 2) better services from the city to the 1207 

citizens, and 3) creation of an innovative city, competent and with high skilled jobs. 1208 
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 1209 

9.3 What is standardization doing? 1210 

Some SDOs are working on standards and specifications that leverage strategies or indicators for citizens, as listed 1211 

below. 1212 

9.3.1 ISO indicators 1213 

According to ISO, the International Organisation for Standardization, cities need indicators to measure their 1214 

performance. As part of a series of international standards being developed for a holistic and integrated approach to 1215 

sustainable development and resilience, ISO created a set of standardized indicators to track and monitor progress on 1216 

city performance to achieve sustainable development as well as quality of life, published in ISO 37120 [i.41]. In May 1217 

2019 ISO 37122:2019 [i.43] was published. This indicator standard uses ISO 37120 as a normative reference and 1218 

assumes that smart cities will adopt both standards. Besides needing an annual compilation, the indicators are classified 1219 

into themes according to the different sectors and services provided by a city, such as: 1220 

• Economy 1221 

o Percentage of service contracts providing city services which contain an open data policy 1222 

o survival rate of new businesses per 100,000 population 1223 

o Percentage of the labour force employed in occupations in the information and communications 1224 

technology sector 1225 

o Percentage of the labour force employed in occupations in the education and research and 1226 

development sectors 1227 

• Education 1228 

o Percentage of city population with professional proficiency in more than one language 1229 

o Number of computers, laptops, tablets or other digital learning devices available per 1,000 students 1230 

o Number of science, technology, engineering and mathematics (STEM) higher education degrees per 1231 

100, 000 population 1232 

• Energy and climate change 1233 

o Percentage of buildings built or refurbished within the last 5 years in conformity with green building 1234 

principles 1235 

o Number of real-time remote air quality monitoring stations per square kilometre (km2)  1236 

o Percentage of buildings equipped for monitoring indoor air quality  1237 

•  Other categories of smart cities indicators included are Finance, Governance, Health, Housing, Population and 1238 

social conditions, Recreation, Safety, Solid waste, Sport and culture, Telecommunication, Transportation, 1239 

Urban/local agriculture and food security, Urban planning, Wastewater, Water and Reporting and record 1240 

maintenance. 1241 

ISO 37120 also contains an annex with a list of profile indicators to provide basic statistics and background information 1242 

to help cities determine which cities are of interest for comparisons, as seen in the following image containing a subset 1243 

of the profile indicators. 1244 

 1245 

ISO 37122 contains a mapping of the indicators to the United Nations Sustainable Development Goals (SDGs).  A new 1246 

indicator standard is also under development, as part of the family of smart cities and communities’ indicator standards 1247 

within the work of ISO TC 268. This may be applicable to some smart cities who are exploring the resilience of their 1248 

city: ISO/FDIS 37123 [i.43] addresses the indicators to be used to develop a reliance approach for smart cities and 1249 

communities 1250 
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 1251 

 1252 

Figure 1 - Subset of indicators from ISO 37120 1253 

9.3.2 UN Sustainable Development Goals 1254 

As already referred in the first chapters of the present report, and similar to the ISO indicators for sustainability and 1255 

quality of life, the United Nations have defined a blueprint to achieve a better and more sustainable future for all. Called 1256 

the Sustainable Development Goals [i.43], they address the global challenges we face, including those related to 1257 

poverty, inequality, climate, environmental degradation, prosperity, and peace and justice. These instruments have in 1258 

common the concern of offering parameters of public services to citizens and promoting in a uniform manner both 1259 

social and economic growth of the urban environment. The Goals interconnect and in order to leave no one behind, it is 1260 

important that we achieve each Goal and target by 2030.  1261 

9.3.3 ETSI KPIs for Sustainable Digital Multiservice Cities 1262 

ETSI has published a technical specification entitled Key Performance Indicators for Sustainable Digital 1263 

Multiservice Cities [i.45] under the umbrella of the Technical Committee “Access, Terminals, Transmission and 1264 

Multiplexing (ATTM)”, which describes the selection of indicators for assessing indicators on city level. Starting from 1265 

the definition of a smart city, indicators have been selected that can function as Key Performance Indicators for tracking 1266 

the progress towards city objectives. Based on the CITYkeys deliverable D1.4 [i.38], and with a starting point in the 1267 

smart city definition, and considering the wishes of cities and citizens regarding smart city indicators, these are arranged 1268 

in an extended triple bottom line sustainability framework, including the themes people, planet, prosperity, governance 1269 

and propagation, and completed with specific smart city indicators. For example, the indicators of the People theme 1270 

cover the following subdomains: 1271 
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• Encouraging a healthy lifestyle. 1272 

• Cybersecurity and Data Privacy, Inside Safety. 1273 

• Access to (other) services, like public transport, public and commercial amenities. 1274 

• Education and digital literacy 1275 

• Quality of housing and the built environment 1276 

9.3.4 ETSI KPIs for Smart Cities 1277 

ETSI has published a Group Specification to define Key Performance Indicators for Smart Cities expressing city 1278 

level in terms of People, Planet, Prosperity, Governance and Propagation [i.46]. Produced by ETSI’s Industry 1279 

Specification Group Operational Energy Efficiency for Users (ISG OEU), the document describes a selection of 73 1280 

indicators for assessing progress towards the objectives on a city level. Based on the CITYkeys deliverables, the 1281 

majority of these indicators concern energy use, emissions from CO2 pollutants, and waste generation, with the 1282 

resulting indicator selection responding to the wishes of cities and citizens for the coverage of their priorities and 1283 

reflecting city goals.  The ICT users’ indicator set focusses on impact indicators, as these can be used for all types of 1284 

interventions, together with a number of generalized input, output and outcome indicators that reflect the degree of 1285 

smartness of a city.  1286 

9.4 Is standardization helping? 1287 

In general, standardization activities have specified several indicators capable of helping cities assessing the 1288 

performance of smart city tools, projects and quality of life, in different levels. These indicators can then be used to 1289 

justify particular guidelines and processes when replicating success stories from other smart cities. However, the 1290 

indicator assessment could also benefit from standard processes and tools, to avoid reinventing new surveys whenever 1291 

the need for gathering requirements and concerns from citizens arises. 1292 

 1293 

10 Recommendations to standardization 1294 

10.1 Some major issues to address 1295 

Using the survey results and other outreach, including participation in conferences and relevant meetings, we can 1296 

identify a number of major standardization issues that need to be addressed. The recommendations below have been 1297 

proposed based on these issues; the “organisational” aspects of these are considered in more depth in Annex A. 1298 

 1299 

The major issues are as follows: 1300 

 1301 

• Cities do not know standardization 1302 

Yes, there are exceptions, but these are very few.  How can cities be given sensible information about 1303 

standardization and participation without over-saturating them with information they will not be able to 1304 

assimilate? 1305 

 1306 

• Cities cannot participate in standardization 1307 

On the whole they have no resource.  Chicken-and-egg:  standards-makers will not be interested to provide 1308 

useful deliverables if cities are not present.  How can SDOs capture city requirements and involve them without 1309 

undue participation burdens? 1310 

 1311 

• Standardization is incoherent 1312 

Standardization is a bewildering maze for cities.  Even if in Europe there’s a sector forum, not many people 1313 

outside a narrow circle are aware of it. And internationally, each of the main SDOs has an activity on smart city 1314 

standards issues, but collaboration is limited.   How can standardization present a more coherent image? 1315 

 1316 
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• Services are not designed for citizens 1317 

In most cases, services are not “designed” as such.  Digital services tend to be a “hodge-podge” of upgrades to 1318 

non-digital services, with resulting differences in approach and incompatibilities.  Citizens receiving services 1319 

are often the last element thought about. 1320 

 1321 

• Services are not accessible for citizens 1322 

Smart Cities do not generally support independent living of people with disabilities or other accessibility needs.  1323 

Some efforts have been made in the health sector for improving quality of life and independent living of people 1324 

with disabilities, but overall further focus is required on the accessibility of smart city services. 1325 

 1326 

Whilst there is gradual improvement in physical accessibility – for example in transport - building/street 1327 

accessibility still needs a lot of work.  Use of digital support, for example for people to call for specialised 1328 

transport facilities, needs to be more widespread. 1329 

 1330 

In terms of digital services themselves, the specific needs of people with particular accessibility issues are not 1331 

necessarily considered.  Just as one example, if there are interactive screens to seek a service, are these 1332 

accessible for people with visual problems? 1333 

 1334 

• A better approach to citizen data is needed 1335 

Whilst of course in Europe we now have the GDPR to give better protection, and standards aspects of data 1336 

protection and privacy are being given attention, the value of properly protected citizen data for cities 1337 

themselves is not yet addressed - how can citizens’ interests be better served if the cities don’t have a coherent 1338 

set of data on the use of their services? 1339 

10.2 Individual recommendations 1340 

10.2.1 Introduction to recommendations  1341 

Recommendations related to smart city standardization have to take into account a variety of actors and situations. 1342 

Amongst those in charge, within the city organisation(s), of dealing with the citizens and their needs, a large number of 1343 

different stakeholders is involved, with very different operational roles and responsibilities (e.g., front office, back 1344 

office, technology development, integration and support teams, security enablement and enforcement, training).  1345 

 1346 

As such, adoption and adherence to standards is not a solution in itself but, in order to be effective, has to take into 1347 

account the stakeholders addressed by the recommendation as well as the technological background and the business 1348 

processes involved. 1349 

 1350 

This translates into different kinds – and levels - of recommendations that are grouped in the remainder of the clause 1351 

into three categories that have a growing proximity with standardisation itself: 1352 

 1353 

• Guidance. These recommendations relate to the high-level approach that smart cities could adopt in order to 1354 

deal with a number of citizens requirements. They are, in particular, suggesting the development of guidelines 1355 

in destination of the smart cities at large as well as more specific ones addressing particular topics (e.g., safety 1356 

and security); 1357 

 1358 

• Codes of Conduct. These recommendations are suggesting, for smart cities, precise approaches to the 1359 

development of solutions for specific issues (e.g., design and delivery of services). The proposed Codes of 1360 

Conduct are more binding than guidelines addressed in the previous paragraph; 1361 

 1362 

• Standards. These recommendations are addressing the standardisation system. They are defining new work 1363 

items that Standards Developments Organisations could potentially integrate to their standards development 1364 

plans. 1365 



 

ETSI 

ETSI TR 103 455 v0.84 (2019-11) 33 

 1366 

10.2.2 Guidance 1367 

Recommendation 1:  1368 

Ensure physical presence in management of city services, to support all user needs, but in particular those of 1369 

vulnerable categories (sub-clause 5.2).   1370 

 1371 

Recommendation 2:   1372 

Draw up guidance material for smart cities to help them implement the proposed standard for service design and 1373 

delivery (ex-Recommendations 3 and 9) (sub-clauses 5.4, 5.5.2, 6.1 and 6.2) 1374 

 1375 

Recommendation 3: 1376 

Prepare a Local Digital Economy and Society Index (DESI) for smart cities, which supports the cities to develop an 1377 

outcome-based approach to city services, focused on improving outcomes for citizens (sub-clause 5.5.2). 1378 

 1379 

Recommendation 4:   1380 

Provide guidance for cities, oriented towards protection of the citizen, on cyber-security measures to be 1381 

implemented across the city, and for individual services (sub-clauses 5.7.2 and 5.7.5) 1382 

 1383 

Recommendation 5:  1384 

Provide guidance to city personnel who have legitimate access to city services and technology, to protect citizen 1385 

cyber security, including staff training and a code of good practice for management (sub-clause 5.7.3) 1386 

 1387 

Recommendation 6:  1388 

Review physical security arrangements by cities in the context of the vulnerabilities these create for city services, 1389 

and the requirements to ensure the safety and security of citizens (sub-clause 5.7.4) 1390 

 1391 

10.2.3 Codes of conduct 1392 

Recommendation 7:  1393 

Draw up dedicated standardized guidance for cities concerning service complaint and redress procedures, aligned as 1394 

far as possible with the EU's ADR principles (sub-clause 5.3) 1395 

 1396 

Recommendation 8:  1397 

Provide standardized codes of conduct to help smart cities ensure correct design and delivery of citizen services, 1398 

including a transparent and open declaration of the ethical approach taken (sub-clauses 5.4 and 6) 1399 

 1400 

Recommendation 5:  1401 

Provide guidance to city personnel who have legitimate access to city services and technology, to protect citizen 1402 

cyber security, including staff training and a code of good practice for management (sub-clause 5.7.3) 1403 

 1404 

10.2.4 Standards 1405 

Recommendation 7:  1406 

Draw up dedicated standardized guidance for cities concerning service complaint and redress procedures, aligned as 1407 

far as possible with the EU's ADR principles (sub-clause 5.3) 1408 

 1409 
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Recommendation 9:  1410 

Study the potential security difficulties for citizens arising from future over-dependency on ultra-fast 5G 1411 

transmissions to manage and control apparatus in the city environment (sub-clause 5.7.2) 1412 

 1413 

Recommendation 10:  1414 

Review physical security arrangements by cities in the context of the vulnerabilities these create for city services, 1415 

and the requirements to ensure the safety and security of citizens (sub-clause 5.7.4) 1416 

 1417 

Recommendation 11:  1418 

Explore a standardized approach to citizen uses for and requirements from the data spectrum (sub=clause 5.8)   1419 

 1420 

Recommendation 12:  1421 

Standardize the basic elements of citizen-oriented service design, to provide clear and easy-to-use electronic 1422 

interfaces, with background supporting information easily available, ensure human interface possibilities are always 1423 

there (in whatever form) as back-up and avoid digital divide issues, by providing special interfaces designed for the 1424 

less able, and support provided for these persons (sub-clauses 6.1 and 6.2) 1425 

 1426 

Recommendation 13:  1427 

Explore a standardised approach to citizen participation without the accompanying privacy and security concerns, 1428 

utilising shared data rather than open data (sub-clause 6.5) 1429 

 1430 

11 Conclusions, acknowledgements 1431 

 1432 

   1433 
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Annex A (informative): How to improve standards processes 1434 

to help smart citizens  1435 

A.1 Introduction 1436 

 1437 

We have only found two efforts to address standards process issues relevant to smart cities, and one of these is confined 1438 

to issues related to Active and Healthy Ageing (AHA). 1439 

 1440 

These are a Declaration by certain Cities for Digital Rights and the CEN-CENELEC STAIR- Group which produced a 1441 

document based on the findings of the EU H2020 Project PROGRESSIVE, entitled   1442 

 “Towards a new approach to standards that support active and healthy ageing to engage with users of all age groups” 1443 

 1444 

The present Report makes a number of specific recommendations concerning future smart city-related standardization 1445 

activities that could benefit citizens as well as the cities themselves.  But even with goodwill on the part of standards 1446 

organizations, in order to be as effective as possible, additional “structural” improvements are needed in terms of the 1447 

way standardization engages with local government. 1448 

 1449 

In particular, whilst there are a few shining exceptions, few cities, let alone smaller local authorities, have any 1450 

interaction with standards organisations.  Smart city standardization activities, almost by definition, faces an uphill 1451 

struggle if they cannot take as direct account as possible of the requirements of the target audience. 1452 

 1453 

Some of the issues identified in sub-clause 10.1 above relate to this. Whilst these were not identified in the original 1454 

remit for the current project, they seem too important to ignore:  this Annex therefore offers some suggestions as to how 1455 

the present state of affairs can be improved. 1456 

A.2 What standards organisations might do 1457 

• Engage better with cities, smart or otherwise 1458 

 1459 

At EU level, there seems to be a bewildering array of representative associations for local authorities.  There is not a 1460 

single point where standards organisations can interface with local authorities about issues affecting them, rather a large 1461 

network of different points dealing with different aspects of city issues.  1462 

 1463 

This constitutes a barrier to the engagement of local authorities, in the sense that communication simply tends not to 1464 

happen in the right way at the right time. And, of course, local authorities are strapped for resources. 1465 

 1466 

To say the least, this problem is not one that can be resolved very simply.  But one suggestion that might be worth 1467 

considering is the creation of a project under Horizon Europe, whose objective would be to dialogue with standards 1468 

organisations and a wide range of associations and cities and, based on the results, try to reach agreement on proposals 1469 

as to how engagement can be improved. 1470 

 1471 

• Engage better with policy-makers 1472 

 1473 

We know from discussions in the CEN-CENELEC-ETSI Sector Forum on smart cities that some national standards 1474 

organisations have good contact and engagement with policy-makers concerning smart cities at Government level, but 1475 

this is certainly far from universally the case.  It would therefore be helpful if such engagement could become more 1476 

systematic, for example by national organisations being in contact with the relevant ministries in charge of local 1477 

government, to see if additional communication channels with cities can be opened up. 1478 

 1479 
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Similarly, at European level, the three ESOs should try to improve their contact with the European Commission’s DG 1480 

REGIO, to improve their awareness of how standardization can help local authorities. 1481 

 1482 

• Take city views into account 1483 

 1484 

The 2012 European legislation identifies certain categories of stakeholders, namely SMEs and societal stakeholders, as 1485 

being particularly important contributors to standards processes, and lays down specific requirements to ensure their 1486 

views are taken into account.  Whilst of course local authorities have no such engagement requirements, there are 1487 

similarities – the European Standards Organisations (and their counterparts at national level) can perhaps consider a 1488 

similar approach whenever a standardization proposal specifically relates to smart cities. 1489 

 1490 

Thus, if direct city participation is not possible, the ESOs could adopt a policy to contact cities in advance of the 1491 

drafting, to make sure that their requirements are understood, and then again when there is a draft available, to allow 1492 

them to comment. 1493 

 1494 

This process could be facilitated through the nomination of a panel of experts familiar with cities and their 1495 

requirements, who would have an informal remit to comment on standards proposals and draft texts.  The panel would 1496 

not have a formal role in established processes but would simply act as a focal point for city needs.   1497 

 1498 

The Horizon Europe project suggested above could examine the feasibility of such a panel and perhaps carry out a trial 1499 

run. 1500 

 1501 

• Think about a summit 1502 

 1503 

There are maybe far too may smart city-related “events” in the form of conferences.  But few make more than a 1504 

glancing reference to standards issues, few to citizen-related aspects, and almost none to both. 1505 

 1506 

It might be helpful to hold a dedicated standards-related event, where the issues we have outlined can be explored.  This 1507 

could be timed, for example to coincide with the launch of the proposed CEN Technical Committee at European level - 1508 

although it needs to be organised with the collaboration of all three European organisations and involvement of at least 1509 

some national standards organisations.  The CEN-CENELEC-ETSI Sector Forum may be an appropriate place to 1510 

organise this. 1511 

 1512 

The intention would be to focus on high-level issues concerning participation and engagement, and it would be hoped 1513 

that the Commission services would participate fully.  We would hope that the consultations of such a summit could be 1514 

very widely disseminated to cities to help their awareness. 1515 

 1516 

Annex B (informative): Survey Analysis 1517 

The charts below show the response results for the answers to Q3 on the stakeholder survey. 1518 

 1519 

Q3. What do you think are the most important issues to help citizens in future smart communities?  1520 

 1521 

There are six answers, and respondents were asked to rank the answers, giving a rank to every answer, using the rank 1522 

values of 1-6 only once each, and using 1 for the most important through 6 for the least important. The order of the 1523 

answers presented to respondents was not randomised. The number shown against each answer text is the answer 1524 

position, so "1 Access to services, online and offline" appeared first in the list. 1525 

 1526 
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The left chart shows the answers ordered by the count of responses that selected that answer as the most important (so, 1527 

rank = 1), described as "ordered by count of most important". The same chart shows the count of responses for all ranks 1528 

for all answers. The rank values of 1-6 are shown at the bottom.  1529 

 1530 

Having created the left chart, we observed significant counts rank values other than one. To gain some better 1531 

understanding of the rank values overall for an answer, we created the right chart. 1532 

 1533 

The right chart shows the answers ordered by the total points accrued for each answer across all received responses, 1534 

where 6 points are allocated for rank=1, 5 points for rank=2, and so through to 1 point for rank=6. 1535 

 1536 

The right chart also contains a visual breakdown of the contribution of each rank value to the total, by colouring the 1537 

rank values, and also showing the response count value where there is sufficient space. 1538 

 1539 

For both charts, the rank values are coloured on a blue ramp, where rank=1 takes the deepest shade, and rank=6 the 1540 

lightest shade. 1541 

  1542 
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 1543 

 1544 

Annex C (informative): Mindmap  1545 

Citizens in smart cities and communities are continually affected by information and computer technology (ICT) and 1546 

the recent developments in internet-of-things (IoT), including smart parking, environmental monitoring, city mobility 1547 

management, etc. Many, many organisations are involved in trying to promote specifications for interoperability 1548 

between the various systems and the various devices accessed by users (citizens). Organisations can spring up almost 1549 

spontaneously when a number of manufacturers see a common need, or can be created by top level decision of the EU 1550 

parliament when important social issues are at stake (e.g. like cyber-security and protection against cyber attacks).  1551 

Experts who are continuously working in a specific area can usually (not always) keep an overview of the ongoing 1552 

work, identify overlaps, cross-communicate to reduce duplication, influence security-by-design or privacy-by-design or 1553 

even just designed-for-humans … but how can citizen groups keep track and try to influence the work? 1554 

This Annex describes two small tools which are freely available and which are intended to improve crowd-sourcing and 1555 

sharing of information (and evaluations) of standards groups and their documents. They are intended to allow: 1556 

• Collecting of links to official databases of specifications (i.e. enable access direct from the source) 1557 

• Collecting of names, links and summaries of standards organisations of all types 1558 

• Collecting of titles, links and abstracts of specifications and guidelines, with “like its” from users 1559 

• Sharing of the collections in the form of interactive, filterable, hierarchical graphical mind-maps, or plain-old-1560 

Excel tables of text 1561 

These tools are not magic. The necessary magic is the sorting and filtering of the information to fit the purposes of the 1562 

citizen groups. It is rare that a standardisation group is working with the exact same mission as a specific citizen group. 1563 
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For example, there are many specifications relevant to making life easier for visually-impaired people, but they are 1564 

spread over groups such as W3C for web technology, ETSI Human Factors for design-for-users, CEN for size and 1565 

illumination of emergency exit signs, CENELEC for smart-building specifications and elevator (building level labels) 1566 

design, etc. 1567 

Therefore, the tools are designed such that each citizen group can begin with a basic “vanilla flavour” sorting of the 1568 

collected information and then impose their own order and priorities, then share that format/filtering with like-minded 1569 

groups. The basic information is the same for all, but the view which is imposed is the decision of the citizen group. 1570 

How is this done?  Answer: using an excel sheet to collect the rows of information and a built-in macro (i.e. .xlsm file) 1571 

to export the information into a mindmap format (i.e. .mm file). The mindmap file can be read, used and manipulated 1572 

using free software such as from www.freeplane.org or www.xmind.com  1573 

There are 7 steps in editing the excel sheet to a convenient format for showing the SDOs as a mindmap: 1574 

a) Collect the information on SDOs from any documents or google etc and copy the following text into colums B-1575 

F 1576 

<short acronym or title><weblink><SDO full name><SDO declare scope, or summary><type of SDO> 1577 

b) Add additional keywords or categories, or copy from like-minded-groups, to label the SDO in columns G,H, … 1578 

etc. 1579 

Note that a mindmap is really an ordered hierarchical list, so the labels should get more and more detailed. 1580 

c) Add a column with a comment or a priority or a “like it” score, so you can filter the list later 1581 

d) Sort the list into the hierarchy you prefer, i.e. grouping same keywords into a series of rows. 1582 

Note that a random ordering gives a VERY messy mindmap. Excel has quick sorting features. 1583 

You can also use excel “hide row” function to temporarily not show some material (or junk) 1584 

e) Run the built-in macro by placing the cursor in any cell in the sheet and typing CTRL-M to trigger the macro. 1585 

f) The macro will ask for a FIRST and a LAST column to use for the mindmap categories, then output a .mm file 1586 

with the same filename as the name of the worksheet (e.g. organisations.mm) and in the same folder as the 1587 

.xlsm file 1588 

g) Open the .mm file using the desired mindmap tool 1589 

The example Excel file provided has a set of categories which are related to the SDG goals, but no standardization body 1590 

has looked at the labelling and agreed it is 100% correct. It is simply an example. 1591 

The exact same approach can be used to fill in the Excel sheet called Standards. To help in finding (many!) 1592 

specification documents, the links to the major SDO databases are given in sheet “database links”, and copied here for 1593 

reference: 1594 

a) CEN/CENELEC 1595 

b) ETSI 1596 

c) ISO 1597 

d) ITU-T 1598 

 1599 

 1600 

http://www.freeplane.org/
http://www.xmind.com/
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Annex D (informative):  The European Integrated Project on 1601 

smart cities and communities (EIP-SCC) 1602 

The European Innovation Partnership on Smart Cities and Communities  (https://eu-smartcities.eu/initiatives) which 1603 

assembles partners “committing to work on specific issues related to smart cities, by sharing the knowledge and 1604 

expertise with their peers, giving added-value to their national and local experience and identifying gaps that need to 1605 

be fulfilled at European level” is organised in six main clusters, listed in the table below. 1606 

 1607 

EIP-SCC Action 

Cluster 

Description 

Citizen Focus In a time of urban transformation and digitalisation of smart cities, too little attention is 

sometime given to citizens. Citizen Focus Action Cluster strongly believes in citizens as 

fundamental actors for the regeneration and development of smart cities. Civic 

engagement, empowerment, participation and co-creation are at the basis of our advocacy 

approach since we acknowledge that citizen voice can be pivotal in providing the demand-

side pressure on government, service providers and organisations needed to encourage 

full response to citizen needs. It also ensures the setup of a trusted and sound relationship 

with local governments and a source of democratic legitimacy and transparency. In the 

context of smarter cities, citizens understanding of concrete problems and challenges can 

help local governments prioritise and respond consistently to inhabitants’ need.  

Business Models, 

Finance and 

Procurement 

Existing business models, finance & funding instruments and procurement schemes do not 

always fit today’s challenges within our cities. There is a strong need for knowledge 

sharing, innovation and expertise on business models, finance & funding and 

procurement. The Business Model Action Cluster is a platform where stakeholders work 

together to establish a dialogue, identify and remove the obstacles for the development of 

a smart cities market. The action cluster wants to be a focal point for the gathering and 

sharing of information on business models, financing opportunities and procurement 

methods. 

Integrated 

Infrastructures and 

Processes 

Significant and as yet insufficiently tapped value is offered by integrating the various 

existing and new infrastructure networks within and across cities – be they energy, 

transport, communications or others – rather than duplicating these needlessly. This point 

applies, both, to active and passive infrastructure. Many such infrastructures are ageing; 

budgets to replace them are stretched; they are procured and managed ‘in silos’; yet the 

potential afforded to cities and their customers through new joined-up approaches, 

exploiting modern technologies is substantial. 

Integrated Planning, 

Policy and 

Regulations 

Integrated Planning, Policy and Regulation focuses on Innovative forms of smart city 

policies and regulations that are needed to enable large scale implementation and roll-out 

of smart cities. Cities need an adequate set of framework conditions in the field of policy 

and regulations in order to be able to smarten up. New governance concepts are required 

to coordinate and integrate smart city stakeholders – cities, businesses, and research 

organisations – within the change process so to identify strengths, weaknesses, 

opportunities and threats. Stakeholders need to jointly experience and learn with new 

forms of governance and policy concepts to further the process of becoming a sustainable, 

smart city. 

Sustainable Districts 

and Built 

Environment 

The main challenge in ‘Sustainable Districts and Built Environment’ is to reduce energy 

use, environmental impact and carbon footprint, entail competitive industries for jobs and 

growth and at the same time ensure societal and social development and the well-being of 

citizens. The investment needed to improve energy efficiency, generate low carbon energy, 

modernize infrastructure and create high quality living environments is enormous. At the 

same time, cities have limited access to planned financial resources for systemic change, 

which requires the activation of private capital combined with public investment. 

https://eu-smartcities.eu/initiatives
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EIP-SCC Action 

Cluster 

Description 

Sustainable Urban 

Mobility 

Without significant deployment and penetration of new urban mobility solutions, it will be 

impossible to reach European urban mobility goals. Getting wide-scale deployment can be 

achieved in many ways; scaling in other locations, or working with new partners.  

The EIP-SCC Action Cluster Sustainable Urban Mobility brings together cities and 

regions with companies to show-case innovative mobility solutions and support their 

replication at scale in key market segments. It aims to become the leading platform for 

understanding (and documenting) city needs, bringing stakeholders together, building the 

tools that support an innovation pipeline, and directly supporting individual networks and 

projects that are en-route to realisation.  

  1608 

The work of each Action Cluster is collected under thematic Initiatives, which then pool the work of the various 1609 

partners around a particular objective, promoting learning beyond project and geographic borders, and opening the 1610 

results to the world at large, linking with EU-funded projects to allow results to be consumed by the thousands of 1611 

people active on the Marketplace. 1612 

 1613 

Annex E: ICT Accessibility Requirements in EN 301 549  1614 

Alongside functional accessibility requirements applicable to ICT products and services that exist in smart cities. There 1615 

is significant standardisation activity with regard to the accessibility of ICT products and services. However, smart 1616 

cities cannot claim that improve the quality of life of citizens if they don’t support the independent living of individuals 1617 

with disabilities that is the key challenge that currently smart cities face. Consequently, the highlights of existing 1618 

accessibility standardisation provisions applicable in smart cities and can enhance the quality of life of citizens and the 1619 

independent living of people with disabilities.  1620 

The main guidance in this area will focus on the electronic accessibility areas that  ETSI EN 301 549: "Accessibility 1621 

requirements for ICT products and services" [i.3] follows and more specifically on : 1622 

• Generic Requirements 1623 

• ICT with two-way voice communication 1624 

• ICT with video capabilities 1625 

• Hardware  1626 

• Non-web content 1627 

• Non-web software 1628 

• Documentation and support services 1629 

• ICT providing relay or emergency service access 1630 

 1631 

Following are some related use-case scenarios on each of the above areas:  1632 

 1633 

1 Generic Requirements 1634 

This category includes ICT that uses biological characteristics. For example citizens may have to use their fingerprints 1635 

or the iris of their eye for identifying themselves and accessing specific services (e.g. access to their bank account, 1636 

entrance to their house, making payments, etc). Therefore, such services should not rely exclusively on the use of a 1637 

particular biological characteristic as the only means of user identification or for control of ICT  1638 

 1639 

2 ICT with two-way voice communication 1640 

ICT with two-way voice communication is quite common in smart cities, for example for giving oral commands and get 1641 

a voice response back from an agent. However, citizens with hearing loss in most of the cases are not able to 1642 

communicate via voice and they need to communicate via text or sign language. The introduction for example of Real 1643 

Time Text (RTT) in smart city services as an alternative mode of communication can be beneficial for people with 1644 

hearing or voice loss. 1645 
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3 ICT with video capabilities 1646 

ICT with video capabilities is quite popular in smart cities for communication, accessing to information, entertainment, 1647 

etc. However, citizens with sight loss require that ICT displays video with synchronized audio for accessing it as well as 1648 

audio description options. 1649 

 1650 

4 Hardware 1651 

Accessible hardware and more specifically access device are also one of the key issues in smart cities. For example, a 1652 

future highly demanded feature in smart cities is all households to be controlled by one device. Such device should be 1653 

fully accessible by people with sight/hearing loss, mobility or cognitive impairment. 1654 

 1655 

5 Web 1656 

Most content in smart cities is being generated, consumed, shared and experienced on the web and consequently in 1657 

order to be accessible by people with disabilities, it should comply currently with the Web Content Accessibility 1658 

Guidelines 2.1 1659 

 1660 

6 Non-web content 1661 

Any content outside the web (e.g. movie or public information) that has an associated user agent for accessing it such as 1662 

a media player or an infokiosk respectively should be accessible by people with disabilities. 1663 

 1664 

7 Documentation and support services 1665 

Provisions for smart cities that emerge from this clause of ETSI EN 301 549 relate to the accessibility of product 1666 

documentation provided with the ICT as well as to ICT support services such as help desks, call-centres, technical 1667 

support, relay services and training services. 1668 

 1669 

8  ICT providing relay or emergency service access 1670 

This clause in ETSI EN 301 549 is applicable also in smart cities since it relates to the accessibility to relay services 1671 

(Relay services enable users of different modes of communication e.g. text, sign, speech, to interact remotely through 1672 

ICT with two-way communication by providing conversion between the modes of communication, normally by a 1673 

human operator) and emergency services (e.g. accessibility to security or fire-brigade).  1674 

 1675 
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Annex F: Change History 1676 

Date Version Information about changes 

04 March 2019 0.1 Very first draft of contents list etc.  JK 

04 March 2019 0.2 Updated to include table of contents and align fonts  JK 

06 April 2019 0.3 Enhancement to cover initial comments from TC HF and ANEC’s DS WG  JK 

15 April 2019 0.4.1 Early draft version submitted to TC HF with Milestone report  JK 

18 April 2019 0.5.0 Alignment of overall layout with ETSI templates, guidelines, etc. ED 

17 May 2019 0.5.1 Updated to include additional text proposals  JK 

20 Jun 2019 0.5.2 Updated to include Clause 5 and sub clauses of Clause 7 JAT 

1 July 2019 0.5.3 Updated to include material from RV and JT 

2 July 2019 0.5.4 Updated at meeting STF11 

17 July 2019 0.5.5 Cleansed, then updated with new revisions from STF and with revised clause numbering, etc 

18 July 2019 0.5.6 Updated to reflect revised text for Clause 9 from RV 

22 July 2019 0.6 New clean version for circulation to TC HF for comment 

13 Sept. 2019 0.7 New changes from all the team (including insertion of contribution to clause 4.3)` 

1 Oct 2019 0.71 Marked up draft for consideration to be put to ETSI HF in respect of Milestone C 

15 October 2019 0.8 Version checked by ETSI Edit-Help 

14 November 2019 0.81 Revised set of recommendations included 

25 November 2019 0.82 Some F2F meeting changes allocated to JT included 

28 November 2019 0.83 Introduction of clause 10.2.1 and some layout improvement (ED) 

30 November 2019 0.84 Reinsertion of broken reference links (ED) 

 1677 
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